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NHCTPYKIUSA
0 MopsiiKe 00padOTKH MEPCOHAJIBLHBIX JAHHBIX 0€3 UCN0JIb30BAHNUS CPEICTB
aBTOMATH3AIUH

1. OBIIME ITOJIOXKEHUA

1.1. Hacrosimass MucTpykius pazpaboraHa B cooTBercTBUM ¢ KoHCTUTyLmen
Poccuiickonn ®enepaunu, TpymoBsiM koaekcoM Poccumiickoit denepanuu,
®enepanbHbiM  3akoHOM 0T 27.07.2006 Ne 149-®3 «0O6 wunHpopManuu,
MH()OPMAIIMOHHBIX TEXHOJOTMAX WU O 3amure uHpopmanuuny, denepalbHbIM
3akoHOM OT 27.07.2006 Neo 152-®3 «O mnepcoHaNbHBIX JAaHHBIX», YKa30M
[Ipesunenta Poccuiickoit @eneparnuu ot 06.03.1997 Ne 188 «O6 yTBepkaeHUn
MepeuHsi CBeNEHUN KOHQPUIACHIIMAIBHOTO XapaKTepay, MOCTaHOBJICHHEM
[IpaButensctBa P® ot 15.09.2008 Ne 687 «O06 yrBepxkacHuu Ilomoxenus o0
OCOOCHHOCTSIX 00pabOTKM TEPCOHAIBHBIX JIAHHBIX, OCYIIECTBISIEMON 0e3
WCIIOJIb30BaHUsl CPEJICTB aBTOMATU3AIMW», UHBIMU HOPMATHUBHBIMHU PaBOBBIMU
akramu Poccuiickon ®@enepanuu.

1.2. Hacrosimas Wuctpykius ycranaBiauBaer B Illkose mopsimok pa®oTel ¢
JIOKyMEHTaMU — HOCUTEISIMU KOH(UIEHIIMATLHOW HH(OpPMAIIUU, COJEpIKaIIeH
MEPCOHAJIbHBIE JaHHBIE, B LEISAX:

- TIPEIOTBPAIICHUSI HEKOHTPOJIUPYEMOTO PACIpPOCTPAHEHUST KOH(PUACHIINAIBHON
uH(popManuu, cojJepKalled TepcoHalbHbIE JaHHbIE B pe3yJibTare ee
pasriameHusi JOJDKHOCTHBIM JIMLIOM, MMEIOIUM JOCTyHn K uH(pOpMaIu,
coJiepKallleil MmepcoHalbHbIe JaHHbIE, WM MOJTYYEHUsS HECAHKIMOHUPOBAHHOIO
JOCTyTa K KOHPUACHIIMAIbHON HH(OpMAaIIK;
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- NpeAOTBpAlICHUS HECAHKUMOHUPOBAHHOTO  YHUYTOXEHUS, MCKaXEHUS,
KOIMPOBaHUs, OJIOKUPOBaHUS HH(OpMALMK, CcolAepXkalle IMepcoHaNIbHbIE
JTAaHHBIE;

- COOJIIOZICHUS] TIPABOBOTO pPEXUMa MCIOJIb30BaHUSl MH(MOpMAaIUK, coJepKaiien
MIEPCOHAIILHBIC TAHHBIE.

1.3. O6paboTKa MepCOHANBHBIX JaHHBIX ocyriecTBiseTcs Illkomoi ¢ cormacus
CyOBEeKTa MePCOHATBHBIX TAHHBIX.

Cornacue cyObekTa Ha 00pabOTKY €ro MepcoHANbHBIX JAaHHBIX HE TpeOyeTrcs B
CJIEIYIOUIUX CIydasiX:

- €CIIM TIEPCOHAJIbHBIC IaHHBIE SIBIISIOTCS OOIIEI0CTYTHBIMH;

- KOTJla MEpPCOHAJIbHbIE JaHHBIE OTHOCSTCS K COCTOSIHUIO 3/I0pPOBbsSI paOOTHHKA
Wi oOydJaromerocs M WX 00paboTka HeoOXoauMma I 3allWThl €T0 KU3HH,
3I0POBBSI WJIM WHBIX KH3HEHHO BAXXHBIX WHTEPECOB JIMOO >KM3HU, 3I0POBbS HIIN
WHBIX JKM3HCHHO BAXHBIX HMHTEPECOB APYTHX JHI, a TOJyYCHHE COTJIACHs
pabOTHHKAa HEBO3MOXKHO;

- eciu 00padoTKa MEPCOHATBHBIX JAHHBIX OCYIIECTBIISACTCS JJIsl CTATUCTUYECKHUX
1eseil Mpy yCIIOBUM 00513aT€TLHOTO 00€3JIMYMBAaHUS TIEPCOHAIBHBIX JIAHHBIX;

- 00pa0OTKU MEPCOHANBHBIX JAHHBIX MO TPEOOBAHUIO YIMOJIHOMOYEHHBIX Ha TO
TOCYJAapCTBEHHBIX OpPraHOB B CiIy4asxX, MPEIyCMOTPEHHBIX (emeparbHbIM
3aKOHOM;

- Korga oOpaboTKa TMEPCOHANBHBIX JIAHHBIX OCYIIECTBISCTCS B  IEJISIX
WCIIOJTHCHMsI OOpaIlieHus, 3ampoca caMoro CyObeKTa IMEepCOHANBHBIX JaHHBIX,
TPYJIOBOTO WJIM MHOTO JIOTOBOPA C HUM;

- 00pabOTKM aApPECHBIX JaHHBIX, HEOOXOJWMBIX [JIi JIOCTAaBKH TOYTOBBIX
OTIPABIICHUN OPTaHU3ALUSIMHU I0OYTOBOU CBS3H;

- 00pabOTKHU JaHHBIX, BKIIOYAIOIIUX B ¢€0s1 TOJIBKO (haMUINKU, UMEHA U OTYECTBA;
- 00pabOTKM TEpPCOHANTBHBIX JAHHBIX 0€3  HCIOJIb30BaHUS  CPEACTB
aBTOMaTH3AIINH.

1.4. B nensix o0ecrieyeHus: COXpaHHOCTH U KOH(HIEHIUATBHOCTH UH(POPMALIUH,
collepKalieid TepCcoHaJIbHBIE JaHHBIC, BCE Omepaluu MO0 O(QOPMIICHHIO,
bopMHpOBAaHUIO, BEACHUI0O W XPAHCHUIO JIaHHOW WHOOpPMAIUU JOJHKHBI
BBITIOJIHATHCS crieruanuctamMu LIKobl, OCyIIeCTBISIONIMMU JIAHHYIO padoTy B
COOTBETCTBHH CO CBOMMH CITY’)KEOHBIMU OO0SI3aHHOCTAMHM, 3a(DUKCHPOBAHHBIMUA B
WX JIOJDKHOCTHBIX HHCTPYKITUSX.

1.5. PexxuM KOHOUACHITMANBHOCTH TICPCOHAIBHBIX JAHHBIX OTMCHSETCS B
CiIydasX OOe3TMYMBAHUS JTUX JAHHBIX, B OTHOIICHUH TIEPCOHAIBHBIX JTaHHBIX,
CTaBIIUX OOIIEAOCTYTHBIMH, WJIA 10 UCTEUEHUU 75-JIETHETO CPOKA UX XPaHCHUS,
€CJIM UHOE He

OcymiecTBisiATh 00pabOTKy U XpaHEHHE KOH(PUACHIIMAIBHBIX JIAaHHBIX, HE
BHECEHHBIX B TIEpEUEHb, HE JIOMYyCKACTCA.



2. IOPAJOK OBECIIEYEHUS BE3OINACHOCTMU ITPU OBPABOTKE
N XPAHEHUU NEPCOHAJIBHBIX TAHHBIX, OCYIIECTBJISEMBbIX
BE3 UCITOJIB30OBAHUS CPEACTB ABTOMATHU3ALIIA

2.1. O6paboTka MEepCOHANBHBIX JAHHBIX, OCYIIECTBIsIeMass 0€3 WCITOJIb30BAHUS
CPEIICTB aBTOMAaTH3AINH, JOJKHA BECTUCh TAKUM 00pa3oM, YTOObI B OTHOIIICHUHN
KKJIOW KaTerOopuHu IEePCOHAJBHBIX JIAaHHBIX MOXKHO OBLIO OMpPEAeIUTh MecTa
XpaHEHHUsI TEPCOHAIBHBIX JIAaHHBIX (MaTepUaJIbHBIX HOCUTENEeH) U YCTaHOBUTH
nepeyeHb JIUI, OCYIIECCTRIISIOMNX 00pabOTKY MepCOHABHBIX TaHHBIX.

2.2. Ilpn XpaHeHUU MaTepHATbHBIX HOCUTENECH TOJDKHBI COOJIIOIAThCS YCIOBHS,
00eCIIeYnBAIONINE COXPAHHOCTh TEPCOHAIBHBIX JAaHHBIX W HCKIIOYAIOIINE
HECAaHKIIMOHUPOBAHHBIN TOCTYII K HUM.

2.3. Jluma, ocymecTBisomue 00pabOTKy TNEpCOHANIBHBIX JaHHBIX 0e€3
WCIIOJIB30BaHUs CPEJICTB aBTOMATU3AIMU, JOJDKHBI ObITh MPOMH(MOPMHUPOBAHBI O
dakTe 00pabOTKM MMHU TEPCOHAIBHBIX JAHHBIX, KaTEropusx obOpadaThIBacMbIX
MePCOHAIBHBIX JIAaHHBIX, a TaK)Ke 00 OCOOEHHOCTSAX W IPaBHIJIAX OCYIIECTBICHUS
Takoi 00paboTKH.

2.4. MarepualibHble HOCUTEIHU C NEPCOHATBHBIMU JAHHBIMU JTOJKHBI XPAaHUTHCS

B 3alIMPAIOIIMXCS Ha KJII0U MOMEIICHUIX, METAJUTMUeCKuX ImKadax, cerdax,
MHBIX IKadax, KIIYU OT KOTOPBIX HaXoaaTcs y nupektopa OV, a B ero
OTCYTCTBHE Y JIMIIA €T0 3aMeniaromiero. Jpyrue uieHbl aIMUHUCTPALIIT MOTYT
HCIIOJIb30BaTh JaHHBIC JOKYMEHTHI TOJIBKO C pa3peIIeHHUs BBIIICHA3BAHHOTO
JIATIA.

2.5. JIOIKHOCTHBIM JIMIaM, pa0OTalomKMM C TEePCOHAIBHBIMUA JaHHBIMU,
3ampelraeTcsl pa3riamarb HHPOpMaInio, COACPKAIIYI0 MePCOHATBHBIE TaHHbIC,
YCTHO WUJIM MUCBMEHHO KOMY OBl TO HHM OBLIO, €CJIM 3TO HE BBI3BAHO CIIYKEOHOMU
HEOOXOIMMOCTEIO.

2.6. He nomyckaercsi 0e3 cOINIacOBaHUS C PYKOBOAUTENEM (POPMHUPOBAHUE U
XpaHeHue 0a3 TaHHBIX, COJIePIKAIINX TIEPCOHATBHBIC TaHHBIC.

2.7. llepemaua mepCOHANBHBIX JAHHBIX JIOMYCKACTCS TOJBKO B CIydasX,
YCTaHOBJIEHHBIX 3aKOHOAATENbCTBOM Poccuiickont denepanyu u 1€UCTBYIOIIMMHA
WHCTPYKIUSIMUA 1O paboTe cO CIy>KeOHBIMH JOKYMEHTaMH W OOpalieHUusIMU
rpakJiaH, a Tak)Ke MO MUChbMEHHOMY MOPYYEHHUIO BBIIIECTOAIINUX JOJKHOCTHBIX
JINIL.

2.8. Ilepenaua nepcoHaNbHBIX JAHHBIX HE JOMYCKAETCA C HCIOJb30BAHUEM
CPEIICTB TEJICKOMMYHUKAIMOHHBIX KaHAJIOB CBsi3u (TenedoH, Tenedakce,
AJIEKTPOHHAS TIOYTa | T.1.) 6€3 MIChbMEHHOTO COTJIachs CyOBheKTa MePCOHATBHBIX
JAHHBIX, 3a WCKJIIOYEHHEM CIy4aeB, YCTAHOBJIEHHBIX 3aKOHOJATEIHCTBOM
Pocculickon ®@enepanumu.



2.9. OtBeThl Ha 3ampocChl TPakJaH M OpraHU3aluil NalTCsi B TOM O0bEME,
KOTOpBIN MO3BOJISIET HE pasriallaTh B OTBETAX KOH(PHUACHLUHUAIbHbIE JaHHbIE, 32
UCKIIOYEHHEM JIAaHHBIX, COJEpXkallluXcsi B MaTepuanax 3amnpoca WIU
OIyOJIMKOBAaHHBIX B OOIIEIOCTYTHBIX UICTOYHHKAX.

2.10. B IIkose obecneunBaeTcs pas3AesibHOE XpaHEHUE MEPCOHAIBHBIX JAHHBIX
(MaTepHaIbHBIX HOCUTEINEH), 00pab0oTKa KOTOPHIX OCYIIECTBISIETCS B Pa3IMUHbIX
nemsix. [Ipu ¢pukcanum nepcoHambHBIX TaHHBIX HA MAaTEpPUATbHBIX HOCUTEINAX HE
JoTycKaeTcss (pukcamus Ha OJHOM MAaTEepUalbHOM HOCHUTENE IEPCOHAIbHBIX
JaHHBIX, eI 00pabOTKHU KOTOPBIX 3aBEJOMO HECOBMECTHUMBI.

ITpu HecoBMmecTuMOCTH 1ened 00pabOTKHM TEPCOHAIbHBIX JAaHHBIX,
3a(pUKCUPOBAHHBIX HAa OJHOM MATE€PUAIBHOM HOCHUTEJE, €CIIM MaTepHalIbHBIN
HOCUTEJIb HE TMO3BOJSET OCYIIECTBIATH OOpabOTKy MEepCOHANBHBIX JaHHBIX
OTIIEJIBHO OT APYrHMX 3a(PUKCHPOBAHHBIX HAa TOM K€ HOCHUTENIE NEPCOHAJIbHBIX
JAHHBIX, JOJIKHBI OBITh TPUHSATHI MEPHI IO 0OECIIEYEHHIO Pa3aenbHON 00padoTKH
NEPCOHANIBHBIX JaHHBIX, HCKJIIOYAIOIIME OJTHOBPEMEHHOE KOMHMPOBAHWE HWHBIX
NIEPCOHAIIBHBIX JAHHBIX, HE MIOJIEKAIIMX PACIPOCTPAHEHUIO U UCIIOJIB30BAHUIO.
2.11. IIpu ucroNb30BaHUM TUIOBBIX (POPM JTOKYMEHTOB, XapakTep UH(popmanuu
KOTOPBIX MPEIIOJIaracT WIM JOIYCKAaeT BKIIOYEHHME B HUX IEPCOHAJIBHBIX
JaHHBIX (Hanee - TunoBas Gopma), JOJHKHBI COOIIOIATHCS CIEAYIOIINE YCIOBUS:
a) tumnoBas (opMa WM CBA3aHHbIE C HEM JOKYMEHTHl (MHCTPYKLHS IO €€
3aMOJHEHUI0, KapTOUYKU, PEECTPhl U KYpHAJbl) JOJKHBI COJIEPKAaTh CBEJICHUS O
1eia o0pabOTKM NMEPCOHANBHBIX JTaHHBIX, OCYIIECTBISIEMON 0€3 MCIOIb30BaAHUS
CpPEIACTB aBTOMaTH3aluM, GaMWINIO, HMs, OTYECTBO M ajapec CcyObekrTa
NIEPCOHAJIBHBIX JAHHBIX, HCTOYHHUK IOJYYECHHsI MEPCOHAIBHBIX JAHHBIX, CPOKU
00paOOTKH MEepPCOHANbHBIX JaHHBIX, MEepeYeHb ACHCTBUM C MepPCOHATbHBIMU
JAHHBIMHM, KOTOpbIE OYIyT cCOBepLIaThCs B Mpolecce MX 00paboTku, obiiee
onucanve wucnoib3yeMbix [lIkosnoit cmocoboB 00pabOTKH TMEepCOHANTbHBIX
JAHHBIX;

0) TumoBas (opMa AOKHA TpPEeAyCMaTpUBaTh MOJIe, B KOTOPOM CYOBEKT
NIEPCOHAJIBHBIX JAHHBIX MOXKET ITOCTaBUTh OTMETKY O CBOEM COIJIaCMM Ha
00pabOTKy IEepPCOHAIBHBIX JAHHBIX, OCYIICCTBIEMYI0 O3 MCIOIb30BaHUS
CPEICTB aBTOMATHU3allMM, — MNPU HEOOXOAWMOCTH MOJIYYEHHs] HHUCHbMEHHOTO
corjacusi Ha 00pabOTKy EPCOHATBHBIX JaHHBIX;

B) TUnoBas ¢opma JI0JKHA ObITh COCTABJICHA TAKUM O00pPa3oM, YTOOBI KaXKIAbIA U3
CyOBEKTOB TEPCOHAJBHBIX JAHHBIX, COJAEpPXKAIIMXCA B JIOKYMEHTE, HMell
BO3MOXXHOCTh ~ O3HAKOMHUTHCA CO CBOMMH  IE€PCOHAIbHBIMU  JaHHBIMH,
CoJlep KalllUMKCS B JIOKYMEHTE, HE Hapyllas IIpaB U 3aKOHHBIX MHTEPECOB MHBIX
CYOBEKTOB MEPCOHAIBHBIX TAHHBIX;



r) TunoBas ¢popma JI0JKHA UCKII0YaTh 0ObEUHEHUE TOJIeH, MpeaHa3HauYE€HHBIX
JUIsl BHECEHUS! TEPCOHAJBHBIX JAHHBIX, LIETH OO0pabOTKH KOTOPBIX 3aBEJOMO
HECOBMECTUMBI.

2.13. Jlna o00paOOTKH pa3IUYHBIX KATEropud MEpPCOHANBHBIX JAHHBIX,
OCYLIECTBJISIEMOl 0€3 HMCIOJIb30BAaHUSI CPEACTB aBTOMAaTH3aLWU, Uil Kaxaou
KAaTerOpUH TMEPCOHAIBHBIX JIaHHBIX JOJDKEH HCIIOJIb30BaThCA  OTICIbHBIN
MaTEepUAIIbHBIA HOCUTEIIb.

2.14. YHu4TOXKEHUE WM O00Ee3TMYMBAHME YACTU MEPCOHAIBHBIX JTAHHBIX, €CIIU
ATO JOMYCKAETCs MaTEPUATIbHBIM HOCUTEJIEM, MOXKET MIPOU3BOIUTHCS CIIOCOOOM,
UCKIIIOYAIONIMM JaJIbHEUIYI0 00pabOTKy ATHUX NEPCOHAIBHBIX JTaHHBIX, HO C
COXpaHEHUEM BO3MOKHOCTH OOpaOOTKM HMHBIX JaHHBIX, 3a(UKCHUPOBAHHBIX Ha
MaTepualbHOM HOcUTeNe (yaajieHue, BBIMapbIBAHKUE). Y TOUHEHHE EPCOHATBHBIX
JAHHBIX TMPU OCYLIECTBICHUM HUX 0OpabOTKM O0€3 HCIONb30BAaHUS CPEICTB
aBTOMATU3allMM MPOU3BOAUTCS MyTEM OOHOBJICHUS WM MU3MEHEHHS JaHHBIX Ha
MaTe€pUalbHOM HOCUTENE, a €ClM JTO HE JIOMYCKAeTCs TEeXHUYECKUMU
OCOOCHHOCTSIMM MAaTE€pUaIbHOIO HOCHUTENS, — IyTeM (UKCAlUU Ha TOM K€
MaTepUaIbHOM HOCHUTEJIE CBEACHUN O BHOCUMBIX B HUX U3MEHEHUSX, TUOO MyTeM
U3TOTOBJICHHSIT ~ HOBOTO  MAaTEpPHAIIBHOIO  HOCHUTEN C  YTOYHEHHBIMU
NEPCOHAIIbHBIMU JTAHHBIMHU.

2.15. Jluma, uMeronye OTHOUIEHHWE K pabdoTe C MNEepCOHAIbHBIMHU JAHHBIMH,
JOJDKHBI OBITh B 00S3aT€IbBHOM TOPAJIKE O3HAKOMIIEHBI IIOJI PACHHCKy C
Hactosinierd MHCTpyKImen.

2.17. Jluma, ocymecTBisone o0pabOTKy M (WJIM) XpaHEHHE NEePCOHATBHBIX
nanHbIX B [1Ikone, HECYT OTBETCTBEHHOCTD 3a 0OecIeueHNe UX HHPOPMAIIMOHHOM
6e3onacHocTu. Jlura, BUHOBHBIE B HAPYIIICHUH HOPM, PETYJIHPYIOMUX 00pabOTKY
U XpaHEHUE TEPCOHAIBHBIX MJaHHBIX, HECYT TPaXIAHCKYlO, YTOJIOBHYIO,
aIMUHUCTPATUBHYIO,  JHCHMIUIMHAPDHYID W HHYI0  I[PEIyCMOTPEHHYIO
3aKOHOJIaTeNbCTBOM Poccuiickoit deaepannl OTBETCTBEHHOCTD.

3. Ob0ecneueHne 0€30MACHOCTH NMEPCOHAIBHBIX IaHHBIX MPH UX 00padoTKe,
OCYIIeCTBJIAEMOIl 0€e3 UCNO0JIb30BAHNS CPEICTB ABTOMATH3ALINH

3.1. O6paboTka mepcOHAIBHBIX JaHHBIX 0€3 KCIOJIb30BaHUS CPEICTB
aBTOMAaTHU3alUH, JOJDKHA OCYIIECTBISTHCS TaKUM 00pa3oM, 4TOOBI B OTHOIIICHUU
KKJIOW KaTeropuu IMEePCOHAJBHBIX JAHHBIX MOXXHO OBLIO OINpENeUTh MecTa
XpaHEHHs] TIEPCOHANBHBIX JTAaHHBIX (MaTepUaIbHBIX HOCUTENEH) U YCTAaHOBUTH
MEPEUYCHb JIUI], OCYIIECTBIAIONINX OOpabOTKY NEPCOHATBHBIX JAHHBIX JHOO
UMEIOIINX K HUM JOCTYII.



3.2. HeoOxomumo oOecreunBaTh pa3ielbHOE XPAHEHUE MEPCOHATbHBIX
JAHHBIX (MaTepHalbHBIX HOCHUTENEH), 00paboTka KOTOPBIX OCYIIECTBISETCS B
Pa3INYHBIX IESIX.

3.3. Ilpu XpaHeHHWM MaTepUATbHBIX HOCHUTEJEH JOJKHBI COOJIIOIAThCS
yCIIOBHSI, OOECIEUMBAIOIINE  COXPAHHOCTh  IMEPCOHAIBHBIX  JaHHBIX W
WCKJIIOYAIOIINE HECAaHKIMOHUPOBAHHBIM K HUM Joctyn. llepedenbp wmep,
HEOOXOMMBIX I 0OCCTICUCHHS TAKUX YCIIOBHM, MTOPSIOK MX MPUHATHSA, & TAKKE
NepeuyeHb  JIMI, OTBETCTBEHHBIX 32  peaJM3alMi0  YKa3aHHbIX  Mep,
YCTaHaBJIMBAIOTCS ONEPATOPOM.
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